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Kyberneticka bezpecnost jako komplexni soubor opatreni
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Kyberneticka bezpecnost je kontinualni proces (PDCA)

— Reakce — Analyzy a navrhy
— Navrhy a realizace — Scan kyb. hrozeb prostredi zakaznika
ucinnych protiopatreni — Scan ,, Datova stopa v Internetu!
— ACSOC — Analyza soucasného stavu
— ldentifikace a prace s , Aktivy“
— Analyza rizik
— Analyza dopadt
— Analyza shody s ZoKB, GDPR...
— Navrhy projektli a opatieni

— Implementace opatreni
— Procesné organizacni opatreni
— BP, Strategie bezpecnosti
— BCM, havarijni a DR plany

— Audity a kontroly
— Audity shody s regulacnimi
a legislativnimi pozadavky
— Penetracni testovani

—  Zaté%ové testovani - Skoleni lidf
— Sledovani a vyhodnocovani chovani — Technicka opatreni

— Sité, aplikaci, uzivateld... — Implementace potfebnych
—  Monitoring , AC SOC technologickych projekt(
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AC koncept oblasti opatreni kybernetické bezpecnosti
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Bezpecnost koncovych zarizeni
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Sitova bezpecnost

-----------------------------------------------------------------------------------------------------

(DDOS protectoD

i - > Network Behavior Analyse i

i > )(4 _(NBA) i

/ ATP \ E —————— \ 3 j e ~N o - E
Ll - Next , RN

Sandboxing : |\ Sandboxmg/ﬁ > | Generati q G D P R \!

' N 1,

5 \ Al FIREWALD e

,Globalni : (M 'IGW) <~‘~ _____ A
inteligence : - \ (Unified J —> FLOW :

. “« : —> . . E
vyrobce - A weee Access monitoring E

\ J il / :

‘cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccssssasasasccaas®

— Sit se stava obrovskym bezpecnostnim "senzorem"
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Ochrana aplikaci a databazi
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Ochrana dat pred unikem ci kradez
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Bezpecnost objektu a osob
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Centralni dohledové technologie
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Security Operation Centrum (SOC) — Co to je
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— je to team lidi
— ktery vyuziva zvolené nastroje
— k poskytovani Cinnosti a sluzeb

— ...to vSe za primarnim cilem:

,Predchazeni vyskytum kybernetickych incidentu”
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Strategické partnerstvi pro CR a SR wPowered by
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SECURITY EVENTS: TOP 5 ALARMS L3 SIEM: TOP 10 EVENT CATEGORIES R TOP OTX ACTPATY IN YOUR ENVIRONMENT = 7

USM

Unified Security Management
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SIENL EVENTS BY SENSOR/DATA SOURCE -
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AlienVault USM
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* Log Management

« OTXthreat data ;

* SIEM Event Correlation !
* Incident Response
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* Network IDS
* Host DS
* File Integrity Monitoring (FIM)

AUTOCONT

14



AutoCont CZ a.s. / Hornopolni 3322/34 702 00 Ostrava / www.autocont.cz

Petr Vejmélek
Manazer oblasti nabidky — IT bezpecnost
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